NMCI APPLICATION RULESET
Version 2.94 — 31Jan03

Ruleset ISA

The NMCI Rule Set is designed to be a summary of the information contained in the Legacy
Applications Transition Guide (LATG) and the NMCI Release Development and Deployment Guide

Refer ence |(NRDDG). Should questions arise from the use of the Rule Set, the user should refer to the LATG,
NRDDG or contact the Navy Applications Data Base Task Force (NADTF) for clarification.
RULE RULE
SET NAME RULE DESCRIPTION OWNER REQUIRED ACTION STATUS
NUMBER
NAVY IO (NADTF) will not consider waivers of thisruleset. Claimant must resolve
) T ... |the incompatibility by working with the application POR/CDA and owning FAM to
_ \Tv?timd\lls‘ia:;g\?vﬂ IZC(?(I)IS g |er;[)itncomgtaétrlrllale upgrade the application to Windows 2000 compatibility or it should be replaced by
Windows 2000 Thi it will ith pt 95y | " |another that is Windows 2000 compliant. Once compliant version isidentified it will
RULE 1 (W2K) ISmeans It will either NOL run properly e o jpmitted for NMCI testing and certification. Applications that cannot be FAIL
. under Windows 2000 or that it interferes - :
Compatible |, S corrected will be quarantined for no more than 6 months and then be removed from
p with the normal functionality of the . . S .
operating system the_ quar_antln_e Workstatlc_)n. T_he application will then be removed from the _
' rationalized list and archived in the | SF Tools database. Echelon I commands will
cancel the RFS and unlink the application from their UICs in the | SF Tools database.
NAVY IO (NADTF) will not consider waivers of thisruleset. Claimant must resolve
The candidate application is not compatiblg the incompatibility by working with the application POR/CDA, owning FAM, ISF,
with the Group Policy Object (GPO) IATT, and NMCI DAA in correcting the GPO failure. IATT or ISF will provide the
NMCI Group |security rulesfor the workstation. For technical data detailing cause of the failure. Once the GPO failure isresolved, the
Policy Object [instance, if the candidate application application will be retested. GPO Policy changes may be requested from the NMCI
RULE 2 (GPO) requires full control of the c:\winnt folder |DAA. Applications that cannot be corrected will be quarantined for no more than 6 FAIL
Compatible in order to run, this violates NMCI months and then be removed from the quarantine workstation. If the application

enterprise policy governing connection to
the NMCI network.

cannot be corrected, then the application must be removed from the rationalized list
and archived in the ISF Tools database. Echelon |1 commands will cancel RFS and
unlink this application to their UICsin the | SF Tools database.
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RULE RULE
SET NAME RULE DESCRIPTION OWNER REQUIRED ACTION STATUS
NUMBER
The candidate application or service Claimant should discard the current application and use the application or service
No duplicates the functionality of the NMCI  |that exists on the Gold Disk- Thisapplication isnot eligible for quarantine. Waiver KILL
Duplication of Stan_darq Seat Services ("Gold Disk") !reque_sts may be submitted to l\_lAVY 10 (NA_DTF), but approvals will only be given UNLESS
RULE 3 Gold Disk application. (Example: Word 2000 replaces|if Claimant can show degradation to the mission, and can show they cannot afford to WAIVER
all versions of WordPerfect and other word|upgrade to authorized NMCI software or services. |f the waiver is not approved or if
S°fth €0r | processors. Windows Media Player, Real  |no waiver is submitted, the application must be removed from the rationalized list AUTHORIZED
Services  |Player, and QuickTime replace all other  |and archived in the ISF Tools database. Echelon || commands will cancel RFS and (NRFC)
audio/video players). unlink this application to their UICsin the | SF Tools database
Claimant must resolve violation with the IATT, application POR/CDA, owning
FAM, ISF, and NMCI DAA to determine how to correct the Boundary policy
violation. Oncethe policy violation isresolved, the application will be re-tested.
. NAVY IO (NADTF) will not consider waivers of thisruleset. Requeststo operate a
Comply with ;2? lSFtﬁ;tlﬁ\]TT ha\d{ggtetermll " Cﬁ-’ through non-compliant system for B1 Firewall policy violations are managed by OPNAV and
DON/NMCI Ing, that the canaidale goplication1s B2 policy changes are reviewed and managed by the NMCI DAA. B2 boundary
RULE 4 non-compliant with NMCI Boundary . . ? o EAIL
Boundary 1 firewall policies (violation of B1/B2 issues may be resolveq by moving §erversmto NMCI enclave. Applications that
and 2-Policies [, esets). cannot be corrected will bg quarantlneq for no morethan 6 months and then be
removed from the quarantine workstation. These applications will then be removed
from the rationalized list and archived in the | SF Tools database. Echelon 1
commands will cancel RFS and unlink this application to their UICsin the ISF Tools
database.
The candidate application is actually atool
or utility used to load and remove
No Setup,  [gpplication. Since ISF conductsall
Installation, |application installation and removal in ISF will not test this application and NAVY 10 (NADTF) will not consider waivers.
Uninstallation,|NMCI, these types of files will not be These types of applications will be removed from tracking and the L egacy KILL
RULE 5 Update and |authorized in ISF Tools DB or on the Applications Rationalized List and archived in the |SF Tools database. It will not be
Auto update |Rationalized List. Examplesinclude installed on a quarantine workstation. Echelon I commands will cancel RFS and (NRFC)
Toolsor Setup, Install, Uninstall, Launch, unlink this application to their UICsin the | SF Tools database.
Utilities Autolaunch, Run, AutoRun, Updater,

AutoUpdater or other installation type
Applications
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RULE RULE
SET NAME RULE DESCRIPTION OWNER REQUIRED ACTION STATUS
NUMBER
ISF will not test this application unless the POR/CDA, Echelon Il and/or FAM
determine the game is required for mission accomplishment (Modeling, Simulation,
) L . or Training). The Claimant must submit awaiver request to Navy 10 (NADTF). KILL
ggf?nce?g;j gggp ﬁ:.' Cﬁf\?\l{s% gﬁr&‘l?heas Applications aready approved by the M& S and/or Training FAM will not require UNLESS
RULE 6 No Games PMO and isprohibited on the NMCI waivers. If thewaiver isnot approved or if no waiver is submitted, the application WAIVER
environment must be removed from the Legacy Applications Rationalized List and archived in the| AUTHORIZED
' ISF Tools database. 1t will not be installed on a quarantine workstation. Echelon Il (NRFC)
commands will cancel RFS and unlink this application to their UICsin the ISF Tools
database.
Waivers for shareware will not be considered. Waivers for freeware will require an
Echelon 11, POR/CDA or FAM to generate awaiver request to NADTF. The waiver
' o «  |should include arequest for the appropriate FAM to endorse the CDA, and will
Tg;ﬁ%i?;agg:%%n I;Egﬁ?rN?\jreA\?\r( identify the CDA'swillingness to support the application across the NMCI KILL
No Ereeware |10 or the PMO and Y hibited J th Enterprise. The NADTF will coordinate the waiver request with the NMCI DAA. UNLESS
RULE 7 NMOCr:I eivironmagnt arEen;:: |Ir|s|1e i flen (‘:sle Life cyde support and licensing issues for freeware must be resolved before they can WAIVER
or Shareware nment. Enterp Y be distributed to the Navy Enterprise. This application will not beinstalled on a
support and licensing issues accompan : . o h N ] AUTHORIZED
most " Ereeware” Y quarantine workstation. If the waiver isnot approved or if no waiver is submitted, (NRFC)
’ the application must be removed from the Legacy Applications Rationalized List and
archived in the |SF Tools database. The Echelon Il commands will cancel RFS and
unlink this application to their UICsin the | SF Tools database.
ISFwill not test this application and the Navy 10 (NADTF) will not consider
No Beta/Test waivers. These types of applications will not be tracked through-the Legacy
Software The candidate applicationisa"beta’ or a |Application Transition process. These applications are not entered into the | SF
Authorized "test" version, as defined by the PEO-IT, |Tools Database, not included on any rationalized list, nor should an RFS be KILL
RULE 8 (Authoriz NAVY [0, or the PMO and is therefore submitted. If the Beta or Test Software is critical for mission accomplishment, the (NRFC)
on S& T Seats| prohibited in the NMCI environmen. Claimant may purchase an S&T Seat.  This application will not be installed on a
Only) quarantine workstation. Echelon 11 commands will cancel RFS and unlink this

application to their UICsin the ISF Tools database.
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RULE RULE
SET NAME RULE DESCRIPTION OWNER REQUIRED ACTION STATUS
NUMBER
The candidate application is "application
development” software, as defined by
PEO-IT, NAVY 10-or the PMO, and Simple Application Development Software will not be tested by ISF and the Navy
therefore is not authorized on standard 10 (NADTF) will not consider waivers. These types of applicationswill not be
No NMCI Seats. The candidate application tracked through-the Legacy Application Transition process. These applications are

Application would be permitted if operated on an not entered into the | SF Tools Database, not included on any rationalized list, nor

Development NMCI ordered Science and Technology  |should an RFS be submitted. If the application development software is critical for
(S&T) Seat. Simple Application mission accomplishment, the Claimant may purchase an S& T Seat, which allows for KILL

RULE 9 Softwa}re Development Software will not be tracked |the installation of development software. This application will not beinstalled on a (NRFC)
(Authorized |, the Rationalized List in the ISF Tools ~ |quarantine workstation. Echelon 11 commands will cancel RFS and unlink this
on S& T Seats|patahase nor submitted for certification.  |application to their UICs in the I SF Tools database. Complex Application
Only) Complex Application Development Development Software will be tested, certified, and deployed by the | SF and will
Softwarewill requirefull NMClI testing  |tracked on the Rationalized List in the | SF Tools Database and will have an RFS
and certification and will tracked onthe  [submitted.
Rationalized List in the ISF Tools
Database.
The candidate application is "agent"
software, as defined by PEO-IT, NAVY 10| These types of applications will be removed from tracking in the Legacy
or thePMO. Agentsinthe NM CI Applications Rationalized List and the ISF Tools Database.
environment are controlled by 1SF. No
other candidate agents are allowed inthe  [NADTF will Kill these applications and waivers will not be considered.
NMCI environment. Agents are code
No Agent modules installed on client machines (or  |No polling and monitoring of legacy networks and systems and collecting of datais KILL
RULE 10 network devices) often used to poll, authorized from within NMCI
Software (NRFC)

monitor, and collect system or network
node performance dataand send it to
management consol es el sewhere on the
network. These present a security risk to
NMCI. Network monitoring and
management are the responsibilities of the
ISF.

Polling, monitoring and collecting system and network data of legacy networks and
systemsis still authorized from legacy network assets only. Viewing collected legacy
network or system data from NMCI seatsis allowed using non-agent software.
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RULE RULE
SET NAME RULE DESCRIPTION OWNER REQUIRED ACTION STATUS
NUMBER
o ; ; NAVY IO (NADTF) will not consider waivers of thisruleset. The applicationis
\Tvlint?]at\ﬁglg:;ggr?fgg?éesis;q;?va?elble quarantined for no more than 6 months and then it is removed from the quarantine
and services. This means that the candidate workstation. The application will be removed from the rationalized list and archived
Gold Disk application doee not interact properly with in the ISF Tools database. Echelon II commands will cancel the RFS and unlink this
RULE 11 Compatible one or more of the set of applications o application to their UICsin the |SF Tools database. Claimants and POR/CDA must FAIL
services that have been selected to be work with the | SF to determine Gold Disk compatibility issues. The POR/CDA then
installed on all NMCI seats works with the owning FAM to upgrade, replace or retire the application. Once a
' compliant version isidentified it must be submitted for NMCI testing.
The candidate submission is a component
g_jrlvctelr or _P:’;\]rglvlvarg helper ap;;) d;all_ng f Peripherals and enabling software (drivers) are not entered into the |SF Tools
N Irectly wi owing aperipheral pIece ot b aase nor placed on the Rationalized List. Peripherals and Periphera Drivers are
0 hardware to function (Scanner, Printer iy ;
Peripherals, |Plotters, Chartmak CDRWld ) Z‘l P tracked separately from the | SF Tools Database and the Rationalized List, and are
Peripheral ' or?]Ae?drinr (rinamg)s;der PDA rgg This included in the Peripheral Drivers List. The Peripherals DriversList issubmitted to KILL
RULE 12 Driversor |enabling software must be tracked with the the ISF on-site for processing. (NRFC)
Internal ha:dv(\algr_e ?nlthsg _IF_’er 'th:tljbl ISt anoll_r;toetd If the driver is part of a bundled software package, that bundled package is handled
Hardware [ tetrl ngt'o i e((j)(l)_'sst Int as:](i]r Idw like an application. The bundled package is entered into the ISF Tools Database,
o the seoiatod driver aremer " o mitie |Placed on the Retionalized List, and tested by the ISF.
within NMCI.
No per sonal ISF will not test this application unless the POR/CDA, Echelon Il and/or FAM
i . o determine that this application is required for mission accomplishment. These KILL
nogrrglosr?l_on, -rll—gr??ninsg gﬁtec)?%%xgﬂgggs rpeler as;oegal 'and applications will not be installed on a quarantine workstation. The claimant must UNLESS
RULE 13 busi is therefore E)rohibited in the NMCI ' submit awaiver request to Navy 10 (NADTF). If the waiver is not approved or WAIVER
usiness emvironment submitted, the application must be removed from the rationalized list and archived in | AUTHORIZED
related ' the ISF Tools database Echelon 11 commands will cancel RFS and unlink this (NRFC)
software application to their UICs in the I SF Tools database.
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RULE RULE
SET NAME RULE DESCRIPTION OWNER REQUIRED ACTION STATUS
NUMBER
§ bit and 16-bit applications may MGFAe | ¢ 5 mant and/or PORICDA will submit awaiver immediately to NAVY 10
roved NAVY 10 (NADTF) waiver, and (NADTF) requesting the 8/16-bit application migrate into NMCI. The request must PROCESS
ZprZaIistic miaration olan that identifies’a include a detailed migration plan to get 8/16-bit application to 32-bit status. |SF AND CERTIFY
athto 32-bi?statuspA lications without must process and certify the application while the waiver is being submitted. 1SF APPLICATION
8/16-Bit p roved waivers will n?)?mi rateto will hold the deployment of the application until waiver is authorized. If the waiver - HOLD
RULE 14 Apoli Bl l?lpl\aCI or Quarantined envirogments is not authorized (disapproved), the application is quarantined for no more than 6 FOR
pplications | dentification of an aoplication as 8.bit o | MONthS: then removed from the quarantine workstation and archived in the ISF Tools| DEPLOYMENT
16-bit does not to aﬂé testing process | detabase. Applications for which awaiver was not submitted, will not be UNTIL
(PIAB and LADRAp) The glliocation quarantined, will be removed from the rationalized list and archived inthe ISF Tools | \yAIVER
must pass all other rljlesanzefpe)sting for 8- database. Echelon Il commands will cancel RFS and unlink this application to their | A THORI1ZED

bit and 16-bit waivers to be approved.

UICsin the I SF Tools database.
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Definitions

Fail is defined as an application that violates the NMCI Application Ruleset by failing to successfully meet

Falil compliance or usability testing standards. These applications are flagged as Quarantined and will operate on a
quarantined workstation in the legacy environment until the Ruleset violation or test failure is resolved or a waiver
to operate within NM CI has been submitted and approved.

Kill is defined as an application that violates the NMCI Application Ruleset. The application is not compliant
Kill with the rules and standards for applications within NMCI as set by the Navy 10. These applications will not be
flagged as Quarantine and will be removed from the Rationalization List and |SF Tools database, unless a waiver
to the rule is submitted and approved.

NRFC (Not NRFC is used by the I SF to designate any application that violates the NMCI Application Ruleset and will likely

Recommended | result in aKill designation when reviewed by NADTF. Applications with an NRFC status have not been
For packaged or tested in the NMCI environment. This is an application that has not been processed by the I SF for

Certification) | violation of one or more of the following Rulesets:
3 — Duplication of Gold Disk
5 — No Setup Executables
6 - No Games
7 — No Freeware/Shareware
8 — No Beta Software
9 — No Development Software
10 — No Agent Software
12 — No Peripherals or Peripheral drivers
13 — No personal, non-mission, nortbusiness software.

Application Any software that generates or allows the user to create programming code which compiles into executable (.exe) files that
Development | areinstalled and can be run from the user’s workstation. Application Development Software is only permitted to reside on
Software S&T seats.

Agent Software | Any software that polls, monitors and/or captures network traffic or queries network nodes for the purpose of reporting the
captured information back to the user or another network node. This type of information is considered sensitive and its
capture and dissemination poses a security risk.
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